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How to allow a third-party app to access
your health record

Patients of providers that use Epic software can connect third-party applications (apps) to
retrieve parts of their health record for their own personal use. Examples of data that can be
pulled into an app include lab results, allergies, medications, and immunization history.

o

In order to authenticate an app to retrieve your health data, follow these steps (note that images
may not reflect your healthcare organization's exact layout or content for each step in the
process).

TRY IT OUT

1. Make sure you have a MyChart (patient portal) account created for your healthcare provider
organization. You will need your login credentials for the authentication process. Note:
MyChart is an Epic branded name. Your organization may use a different name for their
patient portal.

2. Access the application on your personal device. Carefully review the app's terms and

conditions.
3. The app may ask you to select your healthcare provider from a list. Select your healthcare
provider.
4. You will now be redirected to your provider's MyChart login screen. Enter your credentials to
continue.
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four secure online health connection
MyChart Username
your-mychart-username

Pasaword

Forgot Usemame? Forgot Password?

MyChart® licensag from Epic Systems Corporstion ©1999- 2018
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Note: you should not share your password directly with another person or application. This page is
designed to let you securely share your health record without disclosing your password. The logo and
background image on this page might look different for your healthcare provider, but the general
layout of the page should be similar with the Epic Systems Corporation copyright at the bottom of the
screen.

You can also look at the URL at the top of the browser window to check that:
a. The website name is associated with your healthcare provider
b. The URL begins with https:// or has the lock icon: & https://mychart.com
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5. If you have access to another person’s account, you will need to select to which account you

are linking the app.
MyChart 2 e B

Are you sure?

Granting access will give <application name>
access to the data you authorize.

Which patient do you want <application name> to
be able to link to?

@ 06

Yourself Your child
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6. You may see a page with details about the application. These details come from a
questionnaire that the app developer fills out and attests to, such as how the app is funded,
whether it distributes your data to other parties, and whether you're able to delete or see
records of the data the app collects. Review this information carefully and determine
whether you would like the app to have access to your health information. If you would like
to allow the app to access your data, click "Allow Access".

Example of an app that is connecting to
your MyChart account through the

Example of an app that has filled out Example of an app that has Trusted Exchange Framework and
questionnaire with useful information. neglected to fill out the questionnaire. Common Agreement™
MyChart S MyChart %55 @- b o MyChart nep o
Are you sure? Are you sure? Are you sure?
Granting access will give <application name> access to the data Granting access will give <application name=> access to the Granting access will give <application name> access to

data you authorize. the data you authorize.
you authorize.

Privacy Risk

lication name> participates in a government

<application name=, provided by <application d ponsored network and must meet certain

is not affiliated with your healthcare provider. <appl

<application name=, provided by <applicati
is not affiliat
developer> is not obligated by HIPAA privacy guidelines

requirements to protect your data.
cy
to protect your health information.

developer= is not obligated by HIPAA privacy guidelines to
protect your health information.

<application name> has said it will do the
following:

o 3 i f
<application developer> has said that it: » g::ayourwrmen DernlssiarFCREs Yol
@ Does not sell your data @ Tell you if your data may be shared with a
& Will not share your data without your specific new person, app, o company.
permission. @ Secure your identifiable data with
Does not use your data for marketing or advertising . encryption.
o ¥ & s <application developer> has not shared ifit:

& Does not use your data to gain insights about your @ Askyour permission to change how it

family & Sells your data. uses your data.
5 Shares your data without your specific permission

@ Does let you delete all your health data that it has Y | _—

stored 4. Uses your data for marketing or advertising. Y e AT P o et
3 i e o control what happens with your data when
TR & Uses your data to gain insights about your family. yousanditinanicionHamse:pakasare
% Stores your health data permanently. you're OK with how <application name> will
Learn more useit.
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7. In some cases, you may be able to select what information to share.
MyChart VER @ B osesen

What would you like to share?

Ben's Test App 3 is requesting the following types of
information. Select the information you want to share:

Allergies

In this example, the app is requesting your allergies,
appointments, care plans, and results. If you don't want to share
your allergy information with the app, you may click the
'allergies' card to remove that information.

o

, Allergies
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Appointments
Appaintments

Appaintments
#) Health Goals
Medical Conditions

Procedural and Diagnostic Orders

Results
s Lab Results

|
|
Care Plans
|

8. You also may be able to decide how long the app has access to your information. If any new
information is added to your medical record during this time, the app may have access to
that new information as well:

* How long would you like <application name= to have
access to your information?

1 hour 1day
2 1week 1month
2months 6 months
1year

<application name> will have access to your information for 3
manths, until Thursday February 3, 2022 9:21 AM CDT.
<application name> may access your information even when you
are not using that app, and you can revoke access at any time.

Back

YOU CAN ALSO...

o Review and remove app access to your health data at any time by navigating to the
'Manage My Linked Apps and Devices' page in MyChart.

@ Menu d visits [ Messages 4= TestResults ®, Medications

Manage My Linked Apps and Devices =)

Apps Accessing Your Account

You can manage apps accessing your MyChart information here. You can stop sharing your information with anindividual app
at any time. Providers at other organizations could still access your information for the pu1 pose of your care. For more
information, please call our MyChart patient support line at (553} 555-5555. Review who's accessed my racord

Verified with MyChart login

<application name> Stop sharing
Expires Monday March 27, 2023 02:30 PM CDT

Access permitted for:
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